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SSA

STRATEGIES

OOSEM Topics ’}\&

* OOSEM Overview

* Method
e Setup Model
* Analyze Stakeholder Needs
Analyze System Requirements
Define Logical Architecture
Synthesize Candidate Physical Architectures
Optimize and Evaluate Alternatives
Manage Requirements Traceability
Integrate and Verify System

* Summary
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Module Objectives '\\

* After completion of this module, student should understand

* The primary modeling artifacts from Synthesize Candidate Physical
Architectures

* Considerations for partitioning system functionality, data, and control
How to distribute logical components across the system nodes

How to allocate logical components to physical components (i.e.,
hardware, software, data, procedures)

How to synthesize the system physical architecture
* How to specify the physical components of the system
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&SA
Motivation ’\\

* Synthesize alternative physical architectures that can satisfy the
system requirements

 Specify the physical components of the system including the
hardware, software, data, and procedures
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STRATEGIES

Synthesize Candidate
Physical Architectures

* Define how logical components are
distributed across nodes

* Allocate the logical components to
physical components that are
implemented in hardware, software,
data, and procedures

* Define hardware, software, data, and
other cross-cutting views of the system
architecture

Figure 17.26
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Define Partitioning Criteria p\\

e Define criteria to:

Partition functionality, data, and control among the logical and physical components
Partition the components among subsystems, nodes, and layers of the architecture

e Apply partitioning criteria to:

Result in designs that exhibit maximum cohesion and minimum coupling to reduce
interface complexity

Reduce the impact of requirements and technology changes

Address key requirements such as performance, reliability, maintainability, and
security

Leverage ‘Design for X’ techniques, (such as Design for Test) to improve design
quality
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Partitioning Examples ,\\

* ESS Example

* Event Detection Manager and System Controller partition common
functionality for detecting events and controlling actions in response
to inputs from multiple sensors

* Can add sensors (e.g., carbon monoxide) with minimal impact

* Other example

* Higher failure rate parts should be physically partitioned so that they
can readily be accessed and replaced
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Partitioning Criteria '\\

* Partitioning criteria may address:
* Modularity (maximize cohesion, minimize coupling)
* Component isolation (encapsulation, hiding)
* Reuse, COTS, and design constraints
 Common functions, inputs and outputs
e Data (dynamic vs. static, shared)
* Performance (accuracy, response time, throughput)
* Temporal (concurrency, update rates, phasing, events)
 Reliability/maintainability (failure rate, time to repair)
* Producability (e.g. design for assembly)
« Safety and security (access control)
* Physical/environmental (e.g. location, power)
* Design for change (dependencies)
* Subcontractor/development responsibility
 Life cycle phase or development increment
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Define Logical Node

Architecture

* Nodes used to partition
components based on
location or other criteria

e ESS nodes include the Site
Installations and the
Central Monitoring Station

STRATEGIES

T\

bdd [Package] 1-Structure [ ESS Logical Nodes ] )

«block»
«system of interest»

ESS

[

<

«block»
«system of interest»

ESS Node Logical

sitei|* {ordered}
\

«block»
«node logical»

Site Installation

cms
W

«block»
«node logical»

Central Monitoring Station

Figure 17.25
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Define Logical Node
Architecture (cont.)

* Options for the distribution of functionality, control, and data
* Highly distributed, such that each node can operate autonomously

* Highly centralized, where most functionality, control, and data reside at a
central node, and local nodes just provide an interface at a particular location
(e.g., central ac unit for a hotel with console i/f in each room)

 Partially distributed, where each node performs a subset of the total
functionality, control, and data

STRATEGIES

* Trade studies are performed to optimize the distribution based on
performance, availability, security, and cost

N2 N2
N1 N3 N1 N3
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Define Logical Node
Architecture (cont.

N

bdd [Package] 1-Structure [ ESS Node Logical Decomposition-Site Installation ] )
«block»
M . «node logical»
* A logical node aggregates logical
. «bloc «block»
components at a location ens [ Tt
Occupant IF Mgr Occupant Input Data Mgr
7
* The selection of com 7 =
«logical» « »
e selection of componentsata /] .. o= - || e
. . . references
node determine the functionalit
«logical» <1
Internal Sensor «block»
— «logical»
control, and data at that location
«logical» e—o b
Entry Sensor ! «block»
N «logical» «comment»
% X 3 The Site Installation
bdd [Package] 1-Structure [ ESS Logical Nodes ] ) «.2';2;.,, | Site Status Mgr s
Exit Sensor " «block» different variants of
“block: || e
«system of interest» «block> Power Mgr
ESS «logical» K— references |
Fire Sensor «store» : Auxiliary Power |
«block»
«block» «block» «logical»
“block» «logical» ] 3 «logical» —1 Sensor Data Recorder
; Alarm Sensor Data Recorder-Site
«g¥Stem of interest» references
= «store» : Sensor Data
/| ESS Node Logical “lbbckr
. . «loqical»
sitei|* {ordered cms 9 ]
Power IF Mgr B
«block» «block» «comment»
«node logical» «node logical» «block»
_< 9 _ i g ” «logical» &= — — — [The IF Components are derived to support the
Site Installation Central Monitoring Station Site to CMS IF communication between the Site Installation and CMS nodes. /
Figure 17.25 Figure 17.26
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Define Logical Node
Architecture (cont.

* Interaction of logical
components distributed
across the logical nodes

Copyright © 2012-2023 by Sanford Friedenthal, All Rights Reserved.

act [ Monitor Intruder-ESS Node Logical Site to CMS Communications ])

«node logical»
Site Installation

Detedtion

Added

/- components to

communicate

site data

Sensor Data
[

«datastore»
sensor data-cms

[] Event

store event data

L] Event

«datastore»
event log-cms

intruder
alert

«block» «block» «block» «block»
«logical» «logical» «logical» «logical» / .
Event Detection Mgr System Controller Sensor Data Recorder-Site Site to CMS IF / COl I l I I I u n ICate
«datastore» Site D
< across nodes
«datastore»
[ ] out: Event sensor data Site Data
[ Tin: Event Alert
Validation
process intruder control
intruder
response
-
«node logical»
Central Monitoring Station

«block» 4 «block» «DIocK» «block» «block»

«logical» «logical» «logical» «logical» «logical»
CMS to Site IF Sensor Data Recorder-CMS | Invetigative Data Mgr-CMS Alert Validation Mgr Emergency Services IF Mgr

) T Alert | Alert Alert
SitgData sitd Data Alert Validation Rpquest - Status
validate

Status Status
.

: Alert
Status

{stream}

Figure 17.28
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Define Logical Node ‘
Architecture (cont.

ibd [ ESS Node Logical-Site Installation ] J

* Interconnection among -

o Pl «logical» P2 p1 «logical» p3 P2 ogical» P3
logical components at a node == ommrmi—{ommmmuomu] gl
g p e2 p1
= 1 «logical» P 2
P1  dlogical» p3 P «logical» P<[ ]
: External Sensor IF P ; _Si
E] : External Sensor, = Benéor Data Recorder-Site : Site to CMS IF
P2 F G 7 p3
«store» |
| :Sensor Data |
5 : Internal Sensor IF 1 «ogical» P2 fo T p2
i : Internal Sensor
LI p3
«logical»

: Event Detection Mgr

_____ Pl «logical» P2
_E:I | «store» | E L] : System Controller|_ ]
P1 | . EventLog | P

[ CRPI A A3

pT  logical»  p2 P4
: Exit Sensor [*] L]

p1 «logical» p2
: Entry Sensor [*]_|]

: Entry-Exit IF [*]

: Envi al Sensod Il logical».  p2
[_a : Environmental Sensor] : Fire Sensor .
LIp2
«logical»
[‘| : Power IF «logical»  p2 : Power Mgr
i : 1 3 1
— : Power IF Mgr :l_p____g‘[_]
| «store»
| :Auxiliary Power !
o : Alarm IF P1 dogicalr P2] | ——— — — — |
[ [ : Alarm

: Investigator IF

- Emergency Service lFI'TI
Ler LS

Figure 17.29
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Define Physical Node
Architecture

* Physical nodes

* composed of physical components
instead of logical components

* may have a specific location

* may include additional sizing
constraints, interfaces, and other
requirements specific to the node

)

T\

b

bdd [Package] 1-Structure [ ESS Physical Nodes ])

«system of interest»

«block»

ESS

T

«system of interest» [@——
ESS Node Physical

«block»

Z

0
sitei|* {ordered} cms
—  «block» «pblock»
«node physical» ,> «node physical»
Site Installation Central Monitoring Station
«block»

Communication Network

«node physical»

Figure 17.33
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Define Physical Node }&SA
Architecture (cont.) B

* Logical components from each logical node are allocated to hardware,
software, data, people, and facilities (e.g., physical components) at the
corresponding physical node

 Allocation is based on trade-off analysis addressing technology and
implementation concerns related to performance, reliability, sizing,
security, cost, and other considerations

e Capture rationale for allocate relationship

* Design constraints identified from ‘Analyze System Requirements’ are
imposed on the physical design

* A logical component allocated to software must then be allocated to a
hardware component to execute it



Define Physical Node
Architecture (cont.)

Physical Components

STRATEGIES

e Logical components at
each node are allocated to  tescaloPhysica
physical components (Haravare)

[[1 1R Motion Detector

[] Auxiliary Battery
[[] LAN-Site

[l console
[[1 contact Sensor

[[1 Fire Detector
[[1 Hard Drive

1 Memory Card
[ Modem

(ﬁVideo Camcordeb

[ wiring-Site
[[1 cMms Hardware

[l site Hardware
[[] site Processor
[ Application and?
[ cabling-cMS
[] pisk Drive

[[1 Power strip
[0 Power Switch

[l LAN-cMS

[0 Mo

\
{[QVideo Storage Dy

M Video Server

[l workstation

E Alarm

E] Emergency Services IF Mgr
E Entry Sensor 7
E] Exit Sensor A
E] External Sensor
E Fire Sensor /
E Internal Sensor i
E Investigator IF Mgr
£ Occupant IF Mgr B
E Power IF Mgr
= Power Mgr o
E] Sensor Data Recorder

El cms to Site IF

EJ Connection Infrastructure?
EJ Connection Inrrastructure? Ve

E Invetigative Data Mgr-CMS
ensor Data Recorder-CMS >
sor Data Recorder-Si

E] site to CMS IF /

— Q29 0 —Q O

A Multi-Mode Alarm

y

%
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Define Physical Node

Architecture (cont.

. bdd [Package] 2-Structure [ESS Node Physical Decomposition-Site lnstallation])
e Each physical node
«node physical» \|r
Site Installation «block»
. «procedure»
aggregates physica
«block» block» «block» «tzlock»
«hardware» N «hardware» «software» 80
CO l I l p O n ‘ n S Console A Power Strip User Validation Mgr Power IF
«block» / «block» «block»
«block» £
Vi «haédwari:‘/ «hardwar.e e «software» Cl -
ideo Camcopat€r Power Switch Console IF omm
. : «block» «block»
2 Im: cessin
@“’?:S' 9 «hardware» «block» «software»
bdd [Package] 1-Structure [ ESS Physical Nodes ] ) / rore(ences. Auxiliary Battery «software» Event Mgr
/ : Memory Card Camcorder IF
> «block» «block»
«block» «hardware» «blodke «SOf
«block» «hardware» K— Site Processor dsoftwares Controller
«system of interest» Contact Sensor
ESS «block» IR Sensor IF
«block» «hardware» «block»
‘r «hardware» — Hard Drive «block» ) “80ftwarG:
Flock IR Motion Detector roforonces «software» Site Status Mgr
«block» - _Si Contact Sensor IF
«system of intere «block» fliey;Eventlog:Site “thOCk"
« » «software»
ESS Node Phffsical <hardwarg 1 «block» «block» Boner Mg
Fire Detector «hardware» «software» 9
sitei|* {ordered} cms «block» LAN-Site Fire Detector IF
«hardware» Pa—
«block» «block» «block»
. backu « »
«node physical» «node physical» Muiti-Mode Alarm <hardware» 2 Bl
Site Installation Central Monitoring Station Modem Alarm IF
«block»
«hardware»
“b|°‘:k”. Wiring-Site
«node physical»
Communication Network -
Figure 17.34

Figure 17.33
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Define Physical Node . SA
o=

act [ Monitor Intruder- ESS Node Physical ])
«block»
«node physical»
Site Installation
«block» «block»

L] L
* Interaction of physical
«block» «block»
«hardware» «hardware» «hardware» «configuration item»
CO m O n e nts a C ro S S n O d e S Video Camcorder Contact Sensor IR Motion Detector Site Software
p external : Source
Signature

1
exit :
Window-Door

State
: . detect contact
entry :

Window-Door
State
T
internal : Source
Signature

Detection

«datastore»
video file

etection

process intruder
data

detect internal
motion

Site Data

«node physical» «node physical»
Site Installation Central Monitoring Station
«block» «block» «hardware» «operator»
«hardware» «hardware» security : Workstation : Security Operator
Console Multi-Mode Alarm
generate : Alarm
. Sinal
\ present
alert assess contact
alert owner
present
update video | 7
intruder " : Site
status datsalbrt Status
update  Alert
Status

Figure 17.36
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Define Physical Node

Architecture (cont.

* Interconnection among
physical components at
a node

SA

STRATEGIES

ibd [Block] ESS Node Physical [ESS Node Physical-Site lnstallationu

: Optical Interface|
)

«block»
«node physical»

ite i : Site Installation [*

: Occupant IF

: Entry-Exit IF [*]

: Internal

Sensor IF

: Environmental
Sensor IF

: Alarm IF

]

«hardware»
: Site Processor

«hardware»
p2 p1
1" video Camcorder [
:references
: Memory Card

L «hardware»

: Console
[ et

p1  «hardware»
| ] : contact sensor []|_ |

p2

p1  «hardware» P2
|| : 1R Motion Detector

p2

Pl «hardware»
: Fire Detector

p2  «hardware» p1
[_| : Mutti-Mode Alarm [ ]

«hardware»

I : User validation Mar[ ]

|

|

(I p3

| e P __PE[J‘
|

| —

~g=—
\—\—[;:] : Site Status Mgr |
2 e !
7oL
s a2 : Controller

=
:Eventmgr | | |

I
| | |
| p2 pi I
§,.B5 Py

|
| = B «hardware»
________ | | : Hard Drive
1 .
,xl_[;] P1 :IR Sensor IF [;]_ I o4 p3[ ] i
| - -[]-- e 3 ™7 ilen I
———————— : Power Manager . ”
L] Fire Detector IF p2 1ge I : Event Log-Site |
pl 2 P | | S J
bt - - = o e
S T R T r 2 |
"'E] P : Alarm IF pQQ : Power IF |
g o ——— - — A
«hardware» p2 p2 o dwap:e» p1 «hardware»
: Power Strip « Power Switch : Auxiliary Battery
Pl

«hardware»
: LAN-Site

[
,J—| : Power IF
11

Figure 17.37
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Define Software Architecture

* A view of the system
architecture that includes
software components and
their relationships

* The software components
at a particular node are
aggregated into software
configuration items

Copyright © 2012-2023 by Sanford Friedenthal, All Rights Reserved.

bdd [Package] 1-Structure [ESS Software] )

«block»
«configuration item»
Site Software

«block»
«configuration item»
CMS Software

«software» :
«software» :
«software» :
«software» :
«software» :

«software» :

«software» :

references
User Validation Mgr
Camcorder IF
IR Sensor IF
Contact Sensor IF
Fire Detector IF

«software» : Alarm IF

Power IF

«software» : Comm IF
«software» : Event Mgr
«software» : Controller

Site Status Mgr

«software» : Power Manager
«software» : Console IF

«software» :
«software» :
«software» :
«software» :
«software» :

references
Comm IF-CMS
Operator IF
Database Mgr
Data Access Mgr
DB IF

«software» : Alert Validation Mgr

Figure 17.39
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Define Software Architecture

)

h

- STRATEGIES

(cont.) 2 |¥

. sd Menitor Intruder-site [Monitor Intruder Sequence Diagram-software] )

* S e q u e n Ce D I a g ra m S Ca n b e u S e d wsoftware» wsoftware» wsoftware» wsoftware» wsoftware» wsoftware» wsoftwarer»
to specify the interaction between ™| &= e sl [T
the software components to i )| o | |

. oy | event() | | | i
derive additional software | | = | | 3
requirements | L |

i : \ B generate ‘alarm() : }
| l L e LA -
i i 3 validate alert() i o 3
| i A N | I L 7
| o,
| e J |
™ | i | | |
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Define Software Architecture
(cont.)

)

A

SSA

STRATEGIES

pkg [ Layered Software Architecture-CMS] )

* Domain specific architecting
considerations are applied for enterprise
& embedded real-time applications

e UML and the associated software
development methodology may be used
to further elaborate the software

]

Presentation

W

N
N
N

Mission Application %

\

Infrastructure Application |

Allocated to

architecture and design

* Traceability is maintained between the
black box software component
specifications in the system architecture
and the software desigh components

| -

«comment»
Software Components
Architecture Layers

l i

v = 4

Operating System p;

| /

| o
/
2

Data Interface

Figure 17.40
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Define Data Architecture ’}\&

bdd [Package] 1-Structure [ESS Persistent Data] )

* A view of the system architecture that

includes the persistent data Blocko o
«file» «file»
com p one ntS Event Log-Site Video-Site
N /
e Persistent data derived from the scenario ‘
analysis and input/output definitions | scommEnt ﬁ
) Site Persistent Data
* Data stored by a physical component
* Domain specific trade-offs and «block> «block «block
. . . . «file» Event Log-CMS «file»
considerations determine how data is Site Config Data | Video-CMS
stored, synchronized, accessed, etc. > L«
«comment»
CMS Persistent Data
Figure 17.41
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Define Hardware Architecture w:}\&

* A view of the system architecture hel [echeg IV oodiuel= S dnao] )
that includes the hardware — —
components and their relationships CngdW> CML?MWD

* The hardware components at a charcware : Memary Card chardwares : Cablng OIS
particular node are aggregated into et e’y eriog ooy
hardware configuration items or «hadwaren : Video Storage Device

assemblies

* Must address impact on sizing, et et ey
layout, power, reliability, hacaro: :Nodem

producibility

SSA

STRATEGIES

T —Tefereces— TeterercEs

«hardware» : Console «hardware» : Modem-CMS

«hardware» : IR Motion Detector «hardware» : Disk Drive

«hardware» : Multi-Mode Alarm «hardware» : Video Server
«hardware» : Power Strip «hardware» : Workstation
«hardware» : Power Switch
«hardware» : Auxiliary Battery

«hardware» : LAN-Site

«hardware» : Wiring-Site

* Map components to BOM/CAD Figure 17.42
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Specify Component
Requirements

* The Physical Architecture results in the black box specification of
hardware, software, data, and procedural components

bdd [Package] 2-Structure [Example Component Black Box Specifications])

STRATEGIES

«block» «block»
«software» «hardware»
Controller Video Camcorder
status = Development Item «software» : Image Processmg
operations p1: Event IF references
control activation() ' «hardware» : Memory Card
control deactivation() p3 : Status Control IF —
control alarm() . «mop»field of view : rad{unit = radian}
o vt T rmeaBlE | mopstiges ek~ g
n 5 - Alarm Control IF «mop»mean time between failures : Hours
control bulit in test response() P «mop»resolution : Megapixels
control power source() «mop»sensitivity : Lux{unit = lux}
\
. «hardware» p1: Video Interface
status = COTS Eﬁ]
«comment» operations p2 : Optical Interface
<
Controller Specification generate video() <]
includes state machine process video() p3 : Power IF
to specify its behavior store video()

Figure 17.44
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Hardware/Software Requirements

* Improved Hardware/Software Requirements
* Precision
* Completeness
* Consistency
* Traceability

* Hardware/Software Requirements Specification
* System Context
Functional/behavioral requirements
Interface requirements
* Performance, physical and other non-functional requirements
* Test cases
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Define Operational Procedures

e Operators can be external or internal
to the system, depending on how
the system boundary is established

* ESS Operators

* Internal — Security Operator, Administrator
* External — Resident/User

* The requirements for what an
Operator must do to operate the
system are specified in terms of
operational procedures

SSA

STRATEGIES

bdd [Package] 5-Internal Operators[ CWMS Internal Operators J_J

zhlock:
zoperators
Security Operator

zhlocks
zoperators
Administrator

bdd [Package] 1-Structure [ESS Procedures]/'

«comment»
Site Procedures

»
«procedure»

Alert Validation Procedure

«block»
«procedure»

Site Config Management Procedure

N

«comment»
CMS Procedures

>~

Figure 17.43
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ESS Occupant Display Interface

Display

ENTER FN A2 e
O | System activated . . .

O | System health . . .

O | Emergency detected . -
o B A 1

Fire Police Ambulance
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T\

Defining Other Architecture Views

pkg [Package] Viewpoints [ ESS Stakeholder Viewpoints U

* Views and viewpoints capture —
specific stakeholder perspectives N S e

purpose = "Address concerns thatimpact cost effectiveness of city services.”
stakeholder = £ Security Architect

wblocks
nalysis:

NET - ”
— 2| Availability Analysis

* A viewpoint specifies a subset of
the model that is of interest to

the stakeholder

concern = "System vulnerabilities resulting from mal-intent, accidental actions, or natural occurring environmental events.”

L] L] L] L]
* A view provides a filtered portion narog- ciomrts S Sy Ve
purpose ="Support assessment of overall system security.”
stakeholder =
£ City Government

of the model that conforms to

en «analysiss
Availability Analysis

. .
the viewpoint
«reguirements *EXpOses view
System Vulnerability e
= ablocks
®EXPOSED i

* A document or report can
represent a view

— wblocks
. sanalysisy
Probability of Intruder Conviction Analysis

Figure 17.47
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Architecture Views (cont.)

* \Views can be an effective way to communicate with other

members of the engineering team

* Internal block diagrams and requirements can provide effective

summary level views

I I
,  Safety Envir Control
, Mechanical  Fault Mgmt
Electrical Power
Discipline SUB?::;E"'
Views
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S u m m a ry \ STRATEGIES

 Establishing explicit partitioning criteria enables good architecting practice
* A logical node aggregates logical components at a location

* The logical components at each logical node are allocated to physical
components at the corresponding physical node

* The hardware, software, and data architectures are views of the system
physical architecture

* The hardware and software components are specified as a black box (e.g.,
functional, interface, performance)

e Other cross cutting views of the architecture can be defined to support
specific concerns (e.g., subsystems, security, ..)
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